
Costidity: human factor in IT Security 

 

In IT security, the User is the weakest link in the chain of the corporate 

infrastructure. Your greatest risk. At the same time, Users are the entire reason IT 

and security exist. Making it necessary to deal with their quirks and imperfections. 

It is for this reason that most IT security and policies are based on restrictions and 

violations. 

 

One of the biggest responsibilities IT Security professionals carry is protecting the 

assets of the organization, and positive feedback to Users is not in their job 

description. So we asked ourselves, why do they feel that way?  For surely, to look 

at reducing the cost of the human factor we must get to the root of it. 

 

The real feeling between IT security and users is mistrust. IT security folks know 

how risky users can be, and users are looking for the easiest way to get access to 

the things they want and need. All the passcodes, and hoops they need to jump 

through are just obstacles between them and their goal. So, to mitigate the cost of 

the human factor, or the Costidity, for Users we need to improve the trust between 

the User and IT Security. To trust each other there must be understanding, and that 

cannot exist without communication.  

 

Companies are always trying to reduce risk - which very often brings obstacles to 

productivity and slows the ability to operate. When you lower risk, as it is 

currently defined, it only addresses one of our two focus groups. You may have 

successfully addressed the risk of the User, but you have completely missed the 

gaps created by the policy owners. To solve the breakdown and bridge the gap, we 

must start with a people-centric security approach. There needs to be trust built, 

and then maintained, every day. People need to be comfortable with the policies, 

processes and rules. If you build the policies and processes to be convenient to use, 

it will increase the probability of people using them - instead of going around 

them.  

 

The way to do this is to start with the human factor, the Costidity. 

 

Here is the list of discussion topics: 

 Quality analysis of IT security policies should include measuring human 

factor influence. 

 Main human flaws that create Costidity:  

o Passive Acceptance – approval of requests as the easiest way out 



o Policy Deviations – tendency to go around the policy as the way to get 

the work done faster 

 

 Golden rules of Costidity: 

o Costidity is never at an absolute zero 

o Costidity increases with every new policy and process 

o The more ambiguity there is, the more Costidity exists 

o The more steps in a process, the higher the Costidity 

 Recommendations how to mitigate Costidity:  

o Have an honest conversation with policy makers and policy 

constituents about their real motivations and intentions 

o Analyze the intentions and create a plan to work with the people in 

your organization and its universe ( partners, customers, vendors, etc.) 

to steer their intentions in the right direction by using a people-centric 

approach in building policies and processes 

o Re-evaluate the company goals and effectiveness of the campaign to 

deliver them to the policy constituents. Again, honesty and openness 

are your two best friends.   

 Role of psychology and psychology professionals in mitigating Costidity 

and building trust within the organization. 

 

 

 


